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PekoMeHAaLMM No 3aluTe MHGOPMaLMK B LesiAX NPOTUBOACUCTBHA HE3AKOHHBIM
¢MHAHCOBbIM OnepaumamM s i 4

A

B CBS3X C MPUMEHEHMEM NLaMu, Monb3yloWwmuMnucs yaiyramu 000 MK <<Muk>g,§gang@,_:-' WEHTHI)
aBTOMATM3MPOBAHHbIX CUCTEM /15 MOJy4YeHs, NOArOTOBKK, 06paBoTKy, Nepesfayn 1 xpaHeHns uHpopMaumm B
371EKTPOHHOI (hopMe, B TOM UnCIIE MHOPMaLMA:

— cofiepxalleli nepcoHanbHble AaHHble KMEHTa W MHBIX L,

_ copiepxallieiics B JOKYMEHTaX, COCTAB/ISieMbIX NPy OCYLUECTBNEHMN (hHAHCOBbIX OnepaLwii;

— WCronb3yeMolt A1s aBTOpU3aLMK B LensiX OCYLIECTBIEHNA bWMHaHCOBLIX OnepaLmii ¥ YAOCTOBEPEHNs
NpaBa pacnopsiXaTbCs AEHEKHbIMI CPEACTBAMM, LIEHHBIMK GymaraMu WM UHbIM MMYLLECTBOM;

— 06 OCyLLECTB/IEHHBIX (PMHAHCOBBIX ONepaUusax;

— KII0YEBOt MHDOPMALIMM CPEACTB KpUNTOrpacpuIeckoit 3almTl WH(OPMaLMKU MPU OCYLIECTB/IEHUM

(hMHaHCOBLIX OmepaLyit (kpunTorpacuieckme KIoum),

panee — nrdopmaums, 000 MOK «MLIK» npeaynpex/aaet KIIMEHTOB O HEOBXOAMMOCTU OCYLECTBATD
3alUMTY MHDOPMALWN B CBA3M C HalIM4MEM BO3MOXHBIX PUCKOB NosyYeHus HecaHKLMOHMPOBaHHOTO A0CTYNa K
Helt C Lenblo OCyLLECTBNEHUs (PUHAHCOBbLIX onepauuii Muamm, He obnagarolMMi NpaBoM UX OCYLLECTBIIEHNA,
W C 3TOI Lenblo peKOMEeHAYET Cefyolee:

1. 1ns NpeAoTBpaLieHNs HeCaHKL{MOHMPOBAHHOIO A0CTYNa K 3awmiiaemoii MHopmaLmmu:

1) He coofLaTh MOCTOPOHHUM JIMLEM, B TOM 4YMCre B CETU WNHTepHeT, nepcoHa/lbHble AaHHble MU
MHOPMALMIO O (DMHAHCOBBIX OMepaLusix, 0 BaHKOBCKUX KapTax (cueTax), JIOTUHbI 11 Naposiv AOCTYMOB, UCTOPUIO
onepaLuit, Tak Kak 3T AaHHbie MOryT ObiTb NepexeaeHbl 37I0YMBILLJIEHHUKAGMWA 1 UCMOMNb30BaHbI  ANA
MONyYeHnst AOCTyNa K 3allyiuaeMoil MHopMaLun.

2) He 3anucelBaTb IOMMH 1 Naposib Ha ByMare, MOHUTOPE, KNaBUaType 1 MHBIX yCTpoiicTBax, fanee —
YCTPOICTBa), C UCMOMb30BaHNEM KOTOPbIX OCYLIECTBNAOTCSA (hMHaAHCOBble onepaLyu.

3) He ncrionb3oBaTh (yHKUMIO 3aMOMUHaHIS JIOrUHa 1 Napons.
4) He vcrionb3osaTh OAWUHAKOBbIE JIOTWH W Naposib ANA AOCTYNa K pasfn4HbIM cucTeMaM.

5) McnonbaoBaTh CIOKHOCOCTABHbIE Maponi, KOTOpbie COAEPXAT MPOMUCHbLIE 1 CTpouHble BykBbl, @
TalOKe CreLmanbHble CUMBOIIbI, M He COCTOST UCKITIOHYUTESNBHO U3 UMEH, HOMEPOB TenedoHOB 1 NaMATHbIX AaT.

6) Pery/nsipHo NPOM3BOAWTL CMeHy naponew.

7) Tlo BO3MOXHOCTW COBEPLUATH OMepaLiyu TOMbKO CO CBOEro JINYHOTO cpeAcTea AOCTyna B Lensx
coxXpaHeHns KoHUAEHLMaNbHOCTY NePCOHabHbIX AAHHBIX 1 WHOM 3aLLMLLaEMoi UHOpMaLMK.

8) 3aBeplLaTb ceaHc paboTbl C NEKTPOHHEIMI CETEBLIMI pecypcami, MCMONb3Ys COOTBETCTBYIOLINNA
AYHKT MeHIo (Hanpumep, «BbliiTy»).

9) Mpu nepeaaye MHGOPMALMM C MCMIO/b30BAHUEM UYXKUX KOMMEIOTEPOB W/ MHBIX CpeacTs AOCTyna,
He COXpaHsiTh Ha HWX NepcoHarbHble AaHHbIe W Apyryto UHbOpMaLMIo, @ NoCie 3aBeplUeHUs BCex onepaumi
yBenuTLCS, UTO MepcoHaibHble AaHHbIe U Apyras NH(OPMALIMS HE COXPaHMUITHCh.

10) He nepeaaBaThb HUKaKOM NepCOHabHOI 1 MHOM KOHDUAEHUMATBHON MH(OPMALIMK MPY NOMYHEHNM
nVceM Mo 3/EKTPOHHOM MouTe OT SKOObI npeacTaBuTenelt 6aHKOB 1 UHBIX (PUHAHCOBBIX opraHusaumii, ecm

noay4yeHne Takmx nicem MHULUMMPOBAHO HE Bamu.

11) He nepexoauTb MO CCblIKaM B TaKMX MUCbMaX, HE OTKPbIBATL BIOKEHHBIE npunoxexus (Takue
peCypChl MOTYT COfiepaTh BPEAOHOCHOE NporpaMMHOe obecrieyeHve).

12) He 3B0OHUTB Mo TenedoHaM ykasaHHbIM B NOAOBHbLIX MUCbMaX, U He OTBEYATb Ha HUX.



13) /N5 CBA3M UCMIONb30BaTh HOMepa TenedOoHOB U 3/IEKTPOHHbIE aipeca, yKasaHHbIe Ha odurUManbHbIX
caiiTax BnagensueB (OMHaHCOBbIX CEPBUCOB,

14) Mpu perucTpaumn Ha MHTEpPHET-CaifTax BCerfjia M3MEeHsTb Naposi, KOTOpble MPUXOAAT BaM mo
3NEKTPOHHOW nodTe.

15) KOHTponMpoBaTh KOHGbMUrypaLmio YCTpOCTBa, C MCMOMb30BaHUEM KOTOPOrO  COBEPLIAIOTCA
[eliCTBIS B LENSX OCyLUECTBIIEHNa (MHAHCOBOI onepauuu. He 3anyckaTb Ha CBOEM KOMMbioTepe, TenedoHe
WWIM WHOM YCTpOWCTBE, COAEpPXalleM aBTOMaTM3WUPOBaHHYID CUCTEMY, He 3adlyXMBaloWMX [AOBEPUS

WCTOYHMKOB.

16) Mcnonb3oeaTh aHTMBMPYCHOE NporpaMMHoe ObecneueHue W MexceTeBble 3KpaHbl C Lenbio
CBOEBPEMEHHOIO 06HapYXKEHWUS BO3/eNCTBMA BPEAOHOCHOMO KOAa

17) PerynsipHo Npou3BOANTL OGHOB/IEHNE CUCTEMHBIX M MPUKIAAHBIX MPOrPaMMHbIX CPEACTB.

18) B cnyuae oBHapyKeHWs MOA03PUTENbHLIX AEHCTBUIA, COBEPLIEHHBIX B aBTOMaTU3UPOBaHHOM
CUCTEMe YCTPONCTBA, He3aMe/IMTENbHO CMEHUTb JIOMWMH M Naposib U CoobLUNTD 06 atom 000 MPK «MLIK».

19) Mpn yTpaTe (noTepe, XWILEHUM) KIMEHTOM YCTPOWCTBA, C WCMOMb30BAHMEM KOTOPOro WM
CcoBEpLIanNCh AHCTBIA B LIENsSX OCYILECTBNEHUS (DMHAHCOBOW Onepaumn — HesameauTeNnbHO coobwwmTh 06
3TOM AOCTYNHbIMK cpeacTBamu casazn 000 MOK «MLIK>».

20) MpY HanMuMM HECaHKLMOHUPOBAHHBIX AENCTBUIA C AEHEXHBIMM CPEACTBAaMM, UHBIX HE3aKOHHbIX
(PMHAHCOBbIX OnepaLuii — HesaMeAnuTeNbHO NofaTh 3asBfeHue O AaHHOM (hakTe B MpaBOOXPaHWTE/bHbIE
OpraHbl 1 COXpaHWTb JOKA3ATENbCTBa Takux AeiCTBIi B YCTPOIICTBE.

2. N5 3aWMUThbl OT BO3AEHCTBMA NPOrpaMMHbIX KOAOB, MPUBOASALLMX K HAPYLUEHHIO WITAaTHOro
(hyHKUMOHMPOBaHUA CpPEACTBa BbIMMCIIMTENIBHON TEXHUKH (BpegoHOCHBIA KoA), B Lenax
NpOTUBOAEHCTBUS He3aKOHHbIM (PMHAHCOBLIM onepauuam:

1) B aBTOMaTW3MpOBaHHOW cucTeMe ycTpoiicTBa KiMeHTa AO/MKHBI MPUMEHATHCA TOMbKO
oduLManEHO NPUOBPETEHHbIE CPE/CTBA AHTUBMPYCHOM 3aLLuThl.

2) YCTaHOBKA W perynspHoe OBHOBNEHWE CPeACTB aHTUBMPYCHOW 3alMTl  [O/DKHbI
OCYLLECTBNATLCA B COOTBETCTBUM C TEXHUYECKON [OKYMEHTaLMEN.

3) B uensix oBecreyeHns aHTUBMPYCHOM 3allyTbl MPOM3BOAWTCA @HTUBUPYCHBIA KOHTPONb
aBTOMaTU3MPOBAHHOM CUCTEMbI YCTpOCTBa.

4) 06s13aTe/IbHOMY aHTUBUPYCHOMY KOHTPOJTIO NOANEXUT BCA MHGOpMaLMs.
5) K npUMEHeHMI0 AOMYCKaKoTCA TOMbKO /IMLEH3VOHHbIE @aHTUBUPYCHbIE CPEACTBA.

6) Mpn paboTe C WHLIMM HOCUTENAMW WHGOpMauuy HeobxoaMMO nepea HaudasnoMm paboTbl
OCYLLECTBUTL MX NMPOBEPKY Ha MPeAMET OTCYTCTBUA KOMMbIOTEPHLIX BAPYCOB.

7) 3almTta OT BUPYCOB COCTOWT W3 HECKONbKMX 3TanoB. Ha nmepBoM 3Tane BbiMOHAOTCA
perynspHble npodunakTuyeckne paboTbl MO BbISBNEHWIO BUPYCOB. Ha BTOPOM 3Tane npousBoavTCs
aHanu3 CUTyalUMu MpOsIBNIEHUS BMpyca (BMPYCOB) W MpWYMHbI MOsiBNEHMs. Ha TpeTbem 3Tane
BLINOMHSAETCS YHUUTOXKEHWE BUpyCa (BUPYCOB) U3 aBTOMAaTU3MPOBAHHON CHCTEMbI YCTPOIACTBa.

8) SpnbIK NS 3arycka aHTUBUPYCHOWM NPOrpaMMbl JO/DKEH ObiTb BbIHECEH Ha OCHOBHOM 3KpaH
YcrpolicTea.

9) OGHOB/EHME aHTMBMPYCHBIX MAKETOB OCYLECTBNIAETCA HA MOCTOSHHON OCHOBE.

10) KNMEHT AO/DKEH OCYLLECTBASATb PErynAapHbIiA KOHTPOIb paboToCcnocobHOCTU @aHTUBUPYCHBIX
nporpamM, 06ecrneynTb HEBO3MOXHOCTb CaMOBOJILHOMD, /IME0 HECaHKLUMOHWPOBAHHOTO OTKIIIOHEHNS

CPEe/CTB aHTUBUPYCHOM 3aLLWThI.

11) HacTpolika napaMeTpoB CPeACTB  @HTUBMPYCHOrO  KOHTPO/A — OCYLUECTB/IAETCA B
COOTBETCTBUW C PYKOBOACTBAMM MO MPUMEHEHUIO KOHKPETHbIX aHTUBMPYCHBIX CPE/CTB.

12) Oco6oe BHWMaHue [O/DKHO ObiTb  YAENeHo aHTMBUPYCHOW unbTpauuu Tpaduka
3NEKTPOHHOrO NOYTOBOro obMeHa.



13) Jlyyweit npakT1KOi ABASETCS NOCTPOEHME SLIENOHUPOBAHHOM LEHTPaIM30BaHHOM CUCTEMBI
aHTUBMPYCHOIM 3alWThbl, NpeaycMaTpuBalOLLEN WCMONb30BaHME CPeACTB aHTMBMPYCHOM 3aluThl
PasnUyYHbLIX NPOU3BOANTENEN U UX PasAenbHYH YCTaHOBKY B aBTOMaTM3WPOBaHHON CUCTEME, NMOYTOBbIX
pecypcax U MeXCeTeBbIX IKpaHax.

14) AHTUBUpYCHas mporpamMMa Ao/mKHa oBecneunBaTh COxXpaHeHue 6e30MacHoro COCTOSHUS
aBTOMATWU3MPOBAHHOM CUCTEMbI MPK CBOMX CEOAX.



